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Challenge for health systems managers

3 perimeters that overlap and collaborate :
* Medical devices
* Building management
* Medical data and software

* Polymorphic, agile, and combined threats : today and tomorrow,
a strong attraction for cybercriminals and terrorists

* A strong dependence between assets and complex impact
chains... that can affect the lives of patients and staff

 Paradoxically: A lot of information in specialized supervision
systems without communication or integration

Need for a global vision in anticipation, protection, and crisis management




Addressing the challenge...

SAFECARE aims to:

* Provide high-quality, innovative, and cost-effective solutions that will
improve physical and cyber security; and

* Enhance threat prevention, threat detection, incident response, and
mitigation of impact in healthcare infrastructures, through the creation of
a global protection system.

Over the course of 36 months, SAFECARE will design, test,
validate and demonstrate 13 innovative elements optimizing the
protection of critical infrastructure under operational conditions




Project Identity

GA Number 787002
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Four steps to manage the security

Physical: @ Cyber

Analyse threats and learn

Decide / Act

Patients, employees, assets, and

Alert / communicate services to protect
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High Level Architecture

_ Population Health practitioners
Building Security Agents Police & National Health 6

Firefighters
SOC Operators 6

. Agenc

Risk assessment

Scenarios Definition

Scenarios and risk assessment




Scenarios

* Scl: Cyber-physical attack targeting power supply of the hospital
* Sc2: Cyber-physical attack to steal patient data in the hospital
* Sc3: Cyber-physical attack targeting IT systems

* Sc4: Cyber-physical attack to cause a hardware fault

* Sc5: Cyber-physical attack targeting the air-cooling system of the hospital
* Sc6: Cyber-physical attack on medical devices SAF%ARE
* Sc7: Cyber-physical attack to steal credentials to access IT systems S

* Sc8: Cyber-Physical attack in access control provider to steal medical
devices

* Sc9: Physical attack against hospital staff using a gun
* Scl10: Physical attack to steal drugs
* Scl1: Cyber-physical attack due to a personal laptop

* Sc12: Cyber-physical attack to block national crisis management




Risk Assessment
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Scenarios Definition

RISK OPPONENT STAKEHOLDERS/ IMPACT/
SOURCE OBJECTIVES INTERM. EVENTS SEVERETY

Physical harm to

Maintenance teams -
patients

Criminal Financial

Unavailability of
surgery rooms or other
critical areas

Internal Employee Revenge or extorsion

External Service
Providers

Unavailability of IT

Cause damage
systems

Terrorist




Risk Assessment
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Risk Assessment
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Business values (critical or primary assets)
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Physical Security Solutions
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Cyber Security Solutions
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Cyber Security Solutions

E-health device security analytics

* Source event: E-health devices security analytics

 Event to incident path:

1.
. Receiver/forwarder: syslog-ng server

2
3.
4. SOAR (alert — incident): Cymerius

Sender: E-health devices security analytics

Collector & correlator (event — alert): Graylog




Cyber Security Solutions
Cyber Threat Monitoring System

@ Cymerius® x IS

e c @ @ 192.168.3.3:8080/cymerius/

H

80 % T @ ﬁ
= AIRBUS YMERIUS @
I plartes et incidents / s ihoeed a0 @ E‘/ ggv [%] on v

AMALYSE

| Mature | Sevérité | Statut | Identif...| Demigre MAJ | Opéra...| Détec...| N° Tic...| Réaction

[;1 @ wodifié {2) 2 2m EDSA Non Paragraphe

Unauthorized access 1o SME ports obsenved on Device & at hospital x in Region y

» PIECES JOINTES {0}

s EQUIPEMENTS (1) %

~ Rile | Type | Nom | Adresse IP liiiidilid

Tous o

valedr

externs :, Devie &

u &g -




High Level Architecture
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Integrated Solutions
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Integrated Solutions
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Integrated Solutions
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End-Users Training

* Training process (plan; prepare; facilitate and; evaluate)

* E-learning platform, based on LMCS Moodle, called Smart Life Long
Learning (Smart3L)

* Planning training process (user-groups; training goal and objectives;
training framework; training modules and content; training methods and
delivery tools; evaluation methodology)
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Simulation and Tests Platform
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Tests and Demonstration

Test Platform

Amsterdam

Marseille



Thank you!

Questions?

Philippe Tourron Isabel Praca
AP-HM, Project Coordinator ISEP, Scientific Coordinator




